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All UAVs can become a threat …
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Hybrid Nature of Drone Incidents 

- A drone incident can combine aviation safety and security aspects

The intentions behind a drone incident are not known.
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Clueless or Careless individuals ?
Activists or Protesters ?
Criminals or Terrorists or … ?
Objectives ?



Unauthorised UAV ?  

- A drone is referred to as “unauthorised” when: 

- It is being operated in violation of the applicable rules and regulations applicable for 
the type of UAS operations.

And / Or 

- When a drone is operated outside of a permitted UAS geographic zones or outside 
the parameters of its authorisation.
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Unauthorized ? 
The risk  
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Any drone activity in the aerodrome 
environment without authority or permission 
could result in safety/security risk and/ or 
have a negative impact on business 
continuity and/or reputation. 

(ACI EUROPE)



TIMELINE OF A DRONE INCIDENT IN AIRPORTS: 3 main phases

12



Before the incident 

- Regulatory Framework Implementation
- Allocation of Roles and Responsibilities
- Instructions to ATC units (rogue drone procedure in place since 2019)
- UAS Geographical
- Application of Safety Management Principles to the Hazard
- Establishment of a Drone Incident Management Cell (DIMC).
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EACH AERODROME IS UNIQUE and calls for SPECIFIC LOCAL C-UAS MEASURES.



During the Incident 
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Restoration of 
NORMAL OPS 
ASAP.



Post incident 

- Evidence taking
- Investigation (leading to prosecution?)
- Safety and Security Analysis 
- Continuous Safety and Security Improvements

15



Counter UAS solution
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- 1. Detection 
- 2. Tracking 
- 3. Classification and identification 
- 4. Neutralisation 



Why is C-UAV so important ? 

- The GATWICK drone incident (December 2018):

33 hours of disruption , 140,000 passengers affected, 1,000 flights diverted/cancelled, Cost = 64 M €

- The MADRID BARAJAS drone incident (February 2020):

Airport affected for almost 2 hours, 26 flights diverted, Airport re-opening just in time for an emergency landing

- And… MULTIPLE SIGHTINGS AND INCIDENTS reported all over Europe
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Such incidents could have a knock-on effect on the drone industry itself …



Many other scenario’s …
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5 Benefits of Using Drone Detection
Technology for Prisons

By Angela Brown

The United States prison system is far from perfect. Despite prison security

measures, inmates still smuggle drugs, cigarettes, cell phones, and other

contraband through security walls. This isn’t a new problem, but, it’s likely

to get even more complicated with the rise of drone technology. In fact,

South Carolina officers confiscate one cell phone for every three prisoners,

according to NBC News, and that’s without the aid of drones.

While phones may seem like a small concern, some inmates use the

phones to run their illegal business, blackmail other inmates, or intimidate

witnesses. While most prisoners rely on visitors, guards, or other inmates

to smuggle the phones, drones could soon serve as an easier (and

cheaper) alternative.

Drone technology is advancing, and the public has access to tools that, in

the wrong hands, could be cause for major prison security concerns. Even

the prison system is vulnerable to breaches by these seemingly innocent

unmanned aircrafts.

Here are six reasons prisons should consider using drone detection

technology:

Share

Schedule a Call

Have questions about dealing with

drone threats? Schedule a Call

with a 911 Security representative

and get answers to any question

you might have regarding Airspace

Security.

SCHEDULE A CALL

News Letters

The 911 Security monthly

newsletter will keep you informed
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in the field, and the rules and

regulations governing drone

usage.

JOIN OUR NEWSLETTER

Keep In Touch

16/05/23 06)32France battles drones transporting contraband into prisons - DroneDJ

Page 1 sur 8https://dronedj.com/2022/02/24/france-to-spend-14-million-against-drones-transporting-contraband-into-prisons/

Aerial Photos and Videos
Ce!i"ed Drone Pilot Specializing in events, marketing
and real estate

AirManno

DRONES  ANTI-DRONE (COUNTER-DRONE)  PRISON

DJI SMART CONTROLLER  CONTRABAND

France to spend $14 million
against drones transporting
contraband into prisons

Bruce Crumley | Feb 24 2022 - 4:38 am PT 0 Comments

In another attempt to battle the spreading

problem of drones transporting contraband to

prison inmates around the globe, France is

soliciting bids from companies to install anti-

|

Parrot Skydio EHang Autel SwellPro Reviews Long ReadsDJI

16/05/23 06)32France battles drones transporting contraband into prisons - DroneDJ

Page 1 sur 8https://dronedj.com/2022/02/24/france-to-spend-14-million-against-drones-transporting-contraband-into-prisons/

Aerial Photos and Videos
Ce!i"ed Drone Pilot Specializing in events, marketing
and real estate

AirManno

DRONES  ANTI-DRONE (COUNTER-DRONE)  PRISON

DJI SMART CONTROLLER  CONTRABAND

France to spend $14 million
against drones transporting
contraband into prisons

Bruce Crumley | Feb 24 2022 - 4:38 am PT 0 Comments

In another attempt to battle the spreading

problem of drones transporting contraband to

prison inmates around the globe, France is

soliciting bids from companies to install anti-

|

Parrot Skydio EHang Autel SwellPro Reviews Long ReadsDJI

16/05/23 06)32France battles drones transporting contraband into prisons - DroneDJ

Page 1 sur 8https://dronedj.com/2022/02/24/france-to-spend-14-million-against-drones-transporting-contraband-into-prisons/

Aerial Photos and Videos
Ce!i"ed Drone Pilot Specializing in events, marketing
and real estate

AirManno

DRONES  ANTI-DRONE (COUNTER-DRONE)  PRISON

DJI SMART CONTROLLER  CONTRABAND

France to spend $14 million
against drones transporting
contraband into prisons

Bruce Crumley | Feb 24 2022 - 4:38 am PT 0 Comments

In another attempt to battle the spreading

problem of drones transporting contraband to

prison inmates around the globe, France is

soliciting bids from companies to install anti-

|

Parrot Skydio EHang Autel SwellPro Reviews Long ReadsDJI

16/05/23 06)56Safety First: Protecting Your Venue From Unmanned Aerial Vehicles - Cadmus

Page 7 sur 11https://cadmusgroup.com/articles/safety-first-protecting-your-venue-from-unmanned-aerial-vehicles/

An example of anti-drone/anti-UAV technology is
CLEARSKY™ by Digital Global Systems (DGS), which

delivers enhanced security and operational eZciency by
combining the power of patented wireless spectrum
management with state-of-the-art drone mitigation.

Image courtesy: Digital Global Systems (DGS).

Final word of advice: Take a Community
Approach

Responsibility for event security lies with each respective
venue, sports organisation, and team ownership; it is their
job to be as prepared as possible to ensure they run a safe
event for their patrons and fans.

But in reality, the security operators, venue owners, team
owners, and league organisations play but one role in their
larger preparedness efforts. It takes an integrated, whole
community approach, to ensure large stadiums and
venues are prepared to respond to and recover from any
incident—even UAVs. In fact, the most effective and
proven best practice in addressing emerging issues, such
as UAVs, is increasing overall awareness throughout your
community.

This awareness involves the engagement of key
stakeholders to ensure their familiarity with current UAV
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Cadmus Knowledge Safety First: Protecting Your Venue From Unmanned Aerial Vehicles

Originally published in Sports Venue Business. 

If you’re a venue owner, you are well aware of the safety
and security issues associated with drones—or unmanned
aerial vehicles (UAVs). Unfortunately, the potential threats
and dangers associated with drone attacks on sporting
event safety has progressed rapidly.

There are many reasons for this evolution, from an
increase in the number of devices to a lack of effective

Safety First: Protecting
Your Venue From
Unmanned Aerial
Vehicles



EU Directives 
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89. The development of 'hybrid standards'66, i.e. standards that apply to civil, security and 
defence drone technologies should be actively pursued in areas where technologies are the 
same and application areas are very similar. This can be done by encouraging relevant actors 
such as EASA, EDA, EUROCAE and national military authorities to further align 
certification requirements for civil and military applications towards those set by EASA 
while considering military specificities and existing military certification standards. To the 
extent possible, this should be done within existing structures such as EUSCG and include 
defining and coordinating common standards, commonly agreed testing protocols and best 
practices to reduce costs, increasing interoperability, improving the potential for synergies 
and enhancing comprehensibility. 

Flagship action 15: The Commission will encourage all relevant actors to further align 
certification requirements for civil and military applications towards those set by 
EASA while considering military specificities and existing military certification 
standards. 

Flagship action 16: The Commission intends to adopt new standard scenarios for civil 
operations that could facilitate corresponding military use cases.67  

5. Increasing counter-drone capabilities and system resilience 

90. Drones are a highly innovative tool that can be used for legitimate but also malicious 
purposes, including organised criminal activities (e.g. smuggling of goods and migrants) as 
well as attacks on public spaces, individuals and critical infrastructure (including energy, 
transport and border facilities). While the EU has regulated the legitimate use of drones, 
there are no specific EU rules and guidelines on countering their unauthorised or even 
criminal use. The rapid pace of innovation and the increasingly easy access to commercial 
drones and their components means that the threat is likely to grow.  

91. Protecting from malicious and non-cooperative drones also requires access to affordable 
and reliable counter-measure technologies. Some Member States are however still facing 
challenges with liberating the necessary budgets, adapting or creating the necessary 
regulatory framework and identifying the right (technical) solutions to be able to cope with 
the threat of non-cooperating drones. The proposed Directive68 on the resilience of critical 
entities will oblige Member States to perform risk assessments and use them for the 
identification of critical entities, including in the transport sector. These assessments should 
account for the relevant risks, including those of non-cooperative drones. 

92. Through its civil security research and innovation programme (Horizon 2020), as well as 
the Internal Security Fund (Police) for the period 2014-2020, the EU co-funded the 
development of counter-drone tools, knowledge and technologies. This effort will continue 
in the current Horizon Europe, the Internal Security Fund (ISF) and the Border Management 
and Visa Instrument (BMVI). These programmes are complimentary as Horizon Europe 
strengthens research and innovation, while the ISF and BMVI focuses on a wide range of 
practical applications for law enforcement and border management, such as the acquisition 
of equipment, promoting and developing training schemes and ensuring administrative and 
operational coordination and cooperation. 

                                                           
66  COM(2012) 417 “Security Industrial Policy” and COM(2021) 70 final “Action Plan on synergies between 

civil, defence and space industries” 
67  Amending the Commission Implementing Regulation (EU) 2019/947 of 24 May 2019 on the rules and 

procedures for the operation of unmanned aircraft 
68  COM(2020) 829 final of 16 December 2020 
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93. Also here, civil, security and defence industry synergies should be identified and exploited 
as they will benefit all relevant sectors. This will improve the competitiveness of European 
industry and strengthen Europe's strategic autonomy, by allowing Member States to rely on 
competitive counter-drone technology of EU origin. 

94. Both the 2020 EU Security Union Strategy69 and the Counter-Terrorism Agenda70 state that 
the threat from non-cooperative drones is a serious concern in Europe and needs to be 
addressed. In the Counter-Terrorism Agenda in particular, the Commission committed to 
look into the possibility of releasing guidance on how to secure cities from non-cooperative 
drones. 

95. To tie together all the different counter-drone initiatives in the EU, the Commission will 
adopt a counter-drone (C-UAS) package outlining the EU’s future policy in this field. In 
addition of continuing the dedicated actions on operational, technical and financial support 
to Member States, the package will announce, among other things, work towards EU 
counter-drone guidelines and examine the need for legislative measures. Support activities 
will include two handbooks on protection against drones: a ‘Handbook on Counter 
Unmanned Aircraft Systems for Critical Infrastructure and Public Spaces’ and a ‘Handbook 
on Principles for Physical Hardening of Buildings and Sites’. Furthermore, it will establish 
an enlarged technical expert group on voluntary standards to cover counter-drone solutions. 

Flagship action 17: The Commission intends to adopt a counter-drone (C-UAS) 
package  

96. Unauthorised drones can significantly disrupt airport operations. In the worst case, they can 
also endanger aircrafts and their occupants. Following the incidents that took place at 
London Gatwick airport in December 2018, the Commission supported EASA in 
developing non-binding guidelines helping authorities and airports to prepare, respond and 
recover from drone incidents71. While these guidelines were favourably received by the 
sector, their advisory nature makes them insufficient to mitigate a threat that is likely to 
grow as drones become more ubiquitous and capable. 

Flagship action 18: The Commission intends to adopt an amendment to the aviation 
security rules aiming to ensure that aviation authorities and airports increase their 
resilience when faced with the risks posed by drones72. 

97. Developing state-of-the-art drones with higher cybersecurity requirements, particularly in 
the ‘open’ and ‘specific’ categories of operations, could provide a competitive edge for the 
EU industry. Such cyber-resilient drones would not only benefit drone operators but also 
all entities responsible for monitoring the use of airspace. Drones with a higher level of 
cybersecurity could be required for operations in some airspace, helping to separate legally 
operated drones from the illegal ones. Drones manufactured to comply with specific 
requirements, for example, with the requirement for a secured communication link, secure 
identification, or use of open-source code and, leveraging resilient navigation enabled by 

                                                           
69  COM(2020) 605 final of 24 July 2020 
70  COM (2020) 795 final of 9 December 2020 
71 

https://www.easa.europa.eu/sites/default/files/dfu/drone_incident_management_at_aerodromes_part1_web
site_suitable.pdf 

72  Proposing secondary legislation to Regulation (EC) No 300/2008 of the European Parliament and of the 
Council of 11 March 2008 on common rules in the field of civil aviation security and repealing Regulation 
(EC) No 2320/2002 
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• A top-level, accessible handbook 
addressing all relevant audiences in an 
urban context

• Currently subject to targeted 
consultations 

• Public release in late 2021

EU Handbook for securing metropolitan areas 
from non-cooperative UAS

Source: Securitymagazine.com



Questions ?
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